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(

rwWr-----
FreeBSD FWXr-Xr-xX rw-r--r--
~/.rhosts
rwW------- UNIX
user 1D) setgid (
300 ps
Is S X setuid
S X setgid
d b c
Is
-1 Is
$ls-l
total 2429

-rw-rw-r-- 1 grog wheel 28204 Jan 4 14:17 %backup%™
drwxrwxr-x 3 grog wheel 512 Oct 11 15:26 2.1.0-951005-SNAP
drwx------ 4 grog wheel 512 Nov 25 17:23 Mail

-rw-rw-r-- 1 grog wheel 149 Dec 4 14:18 Makefile

-rw-rw-r-- 1 grog wheel 108 Dec 4 12:36 Makefile.bak
-rw-rw-r-- 1 grog wheel 108 Dec 4 12:36 Makefil€e”
-rw-rw-r-- 1 grog wheel 0 Dec 4 12:36 depend

-rw-rw-r-- 1 root wheel 1474560 Dec 14 17:03 deppert.floppy
-rwxr-xr-x 1 grog wheel 100 Dec 19 15:24 doio

-rwxrwxr-x 1 grog whed 204 Dec 19 15:25 doiovm
-rwxrwxr-x 1 grog wheel 204 Dec 19 15:16 doiovm”™
-rwxr-xr-x 1 grog wheel 115 Dec 26 08:42 dovm

-rwxr-xr-x 1 grog whedl 114 Dec 19 15:30 dovm™

drwxr-xr-x 2 grog wheel 512 Oct 16 1994 emacs
drwxrwxrwx 2 grog wheel 512 Jan 3 14:07 letters

link count

2 302

setuid

group ID)
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o deppert.floppy
root
3y
° Is -u
°
X
—_— execute
Mail
UNIX
o chown deppert.floppy
root root

# chown grog deppert.floppy
root
[ chgrp chown
lemis
# chgrp lemis deppert.floppy
chown

# chown grog:lemis deppert.floppy

grog lemis
() chmod chmod 9
chmod 15-1
15-1 chmod
go-w
=rw,+X
+X / /
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U=rwX,go=rx /
go=
g=u-w
PWXIWXIWX [-mmmmev
UNIX umask(User
mask )
7 3 16 0 9 af
UNIX
umask
mask 022
000010010
0
0222 shell
0 0

FWXIWXIWX Possible permissions

000010010 umask

FWXF-Xr-X resultant permissions

X X umask
rW-r--r--
umask shell
$ umask 022
shell — 239
umask 377 umask
COMMAND.COM FOO.BAT MSDOS

UNIX
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ftp

$ps

bash: ps. Permission denied

$ls-l /bin/ps

-r--r--r-- 1 bin kmem 163840 May 6 06:02 /bin/ps
$su you need to be super user to set ps permission
Password: passwor d doesn't echo
# chmod +x /bin/ps make it executable
#ps now it works

PID TT STAT TIME COMMAND

226 p2 S 0:00.56 su (bash)

239 p2 R+ 0:00.02 ps

146 v1 Ist 0:00.06 /usr/libexec/getty Pc ttyvl
147 v2 Is+ 0:00.05 /usr/libexec/getty Pc ttyv2

#°D exit su
$ps
ps: /dev/imem: Permission denied hey! it's stopped working
su
ps
/devimem setgid
$su you need to be super user to set ps permission
Password: passwor d doesn't echo
#chmod g+s/bin/ps  set the setgid bit
#ls-l /bin/ps seewhat it looks like
-r-xr-sr-x 1 bin kmem 163840 May 6 06:02 /bin/ps
#°D exit su
$ps now it still works
PID TT STAT TIME COMMAND
226 p2 S 0:00.56 su (bash)
239 p2 R+ 0:00.02 ps

146 v1 Ist 0:00.06 /usr/libexec/getty Pc ttyvl
147 v2 Is+ 0:00.05 /usr/libexec/getty Pc ttyv2

ps
Live Filesystem CD-ROM
setuid  setgid ps
Trojan Horse
FreeBSD ps setgid
UNIX inodes

metadata ——
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inode
inode
inode
inode link
hard link
inode
inode
link count
symbolic links soft links
_— UNIX Power Tools
Microsoft
UNIX UNIX
Microsoft
4,4BSD
UNIX /(root file system) /usr
97 /
Jusr
15-2

inode

Inode

System V.4

fsck fsdb

FreeBSD
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15-2 FreeBSD
/ Root
/bin binary
shell
/boot FreeBSD 5
kid
/cdrom CDROM
/compat Linux
/dev device 311
[etc SystemV Jetc
UNIX
_ /shin
/mnt
/modules kernel loadable modules
FreeBSD 5 /boot/kernel

/proc process file system
[root root UNIX root /
/shin [etc
/stand standalone

/stand/sysinstall 6 FreeBSD 5

sysinstall /shin live system
Jusr
Jusr/X11R6 X11
Jusr/X11R6/bin X11

fusr/X11R6/include

X11




The Complete FreeBSD(4th)

fusr/X11R6/lib X11

Jusr/X11R6/man x11

fusr/bin

/usr/games

/usr/include

fusr/lib FreeBSD /lib

fusr/libexec C {usr/bin/gcc
init getty

/usr/local bin, include, lib, man, shin,

share lusr

fusr/sbin

/usr/share doc FreeBSD
games, info GNU info , locale man

Ivar mail news Ivar

Ivar

Ivar/log

/var/mail

Ivar/spool Spool (/var/spool/lpd)  /var/spool/maueue (
), UUCP (/var/spool/uucp),  /var/spool/ftp (
FTP)

Ivarftmp

FreeBSD
® ufs UNIXFile System

® (Cdo660 UNIX Rock Ridge Extensions  1SO 9660 CD-ROM
CDROM Rock Ridge Extensions

® nfs Network File System 31

° ext2fs Linux
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msdos ntfs
Microsoft
/
mount
SCSl
UNIX 0
ufs
# mkdir /cd1

Microsoft

# mount -t cd9660 -o ro /dev/cdla/cdl

System V
[etc/fstab

/dev/adOsla / ufs
/dev/ad0slb none swap
/dev/adOsle /usr ufs
/dev/dale [src ufs
/dev/da2sl  /linux  ext2fs
/dev/adlsl  /C: msdos
proc /proc procfs
/dev/cdOa /cdrom  cd9660
presto:/ /presto/root  nfs
presto:/usr  /presto/usr  nfs
presto:/lhome /presto/home nfs
presto:/S IS nfs

°

proc NFS
o
[
cd9660
o rw

mount_msdos mount_ntfs

UNIX root file system

/cdrom CDROM

/cdO, /cdl  /cd2

/cdl CDROM

only if it doesn't exist

[etc/rc
/etc/fstab

—_— fstab
rwll root file system
sw00 swap
rw22 Jusrfile system
rw22 additional file system
rw22 Linuxfile syssem
rw22 Microsoft file system
rw0O0 pr oc pseudo-file system
ro00 CD-ROM
rw00 NFSfile systems on other systems
rw00
rw0O0
rw00

ufs CDROM

nfs swap proc proc

CDROM ro
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° 5 6 dump fsck root 1
ufs 2, 0

92

umount

CD-ROM

umount umount
CDROM

# umount /dev/cdla
# umount /cd1

umount

umount: /cdl: Device busy

=== root@freebie (/dev/ttyp2) /cdl 16 -> umount /cdl
umount: /cdl1: Device busy

=== root@freebie (/dev/ttyp2) /cdl 17 -> cd

=== root@freebie (/dev/ttyp2) ~ 18 -> umount /cd1
=== root@freebie (/dev/ttyp2) ~ 19 ->

FreeBSD
UNIX
special files device node
/dev device node
inconfig
UNIX block devices character devices
FreeBSD 41

UNIX FreeBSD major number minor number

10
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16
8 255 SystemV .4 32
14 18 16383 262143 4.4BSD 32
8 24
Linux 16
Byte ] 1 2 3

traditional | major | minor |

System 1n.4| major (14 bits) minor (18 bits) |

FreeBsD | More minor | major | minor |

15-3
FreeBSD
devfs
® ENOENT, “"no such file or directory"
® ENXIO, “device configured"
20
1000
SCSl 15
SCSl
FreeBSD 5 devicefile system devfs devfs
mknod

1



The Complete FreeBSD(4th)

/dev/IMAKEDEV FreeBSD SCS
SCS
# cd /dev
# /MAKEDEV da4 cr eate the device
# /MAKEDEV dad40a cr eate the slice entries too
MAKEDEV
MAKEDEV
/devIMAKEDEV

# Device "make" file. Vaid arguments:

# al makes all known devices, standard number of units (or close)
# otd standard devices

#jail suitablefor ajail(8)

# local configuration specific devices

# Tapes:

# wt* QIC-interfaced (e.g. not SCSl) 3M cartridge tape
# sa* SCSI Sequential Access Devices

*)

# cd /dev
# /MAKEDEV sal

/MAKEDEV
FreeBSD
UNIX UNIX
15-4 FreeBSD
acd0 ata (IDE) CDROM
ad0 ata (IDE ) 2
bpf0 Berkeley —_— bpfilter
cdOa SCS| CD-ROM

12



The Complete FreeBSD(4th)

ch0

SCSI CD-ROM (juke box)

console

Idevittyv0

cuaa0

cuaia0

[ initial

cualad

[ lock

da0

SCSI 2

esa0

SCSI

fd

/dev/fd/O stdin

fdo

fdOa

fdOa, fdOb, fdOc, fdOd, fdOe, fdOf, fdOg fdOh

kmem

IpctlO

Ipt0

mem

nsa0

SCSI

QIC-36

null

“bit bucket”

ptyp0

ptyp0  ptypv, ptyg0  ptyqv, ptyrO  ptyrv,
ptysO ptysv, ptyPO ptyPv, ptyQ0 ptyQv, ptyRO ptyRv and ptyS0 ptySv

SCSI

tty

ttydO

ttyido

ttyldO

ttypO

ttyp0 ttypv, ttyq0 ttyqy, ttyrO ttyrv, ttysO
ttysv, ttyPO  ttyPv, ttyQO ttyQv, ttyRO ttyRv and ttyS0  ttySv
xterm ttyp0  ttysv

ttyvO

tty 10 tty

13
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[etclttys getty 26
tw0 TW-523
zero 0
26
UNIX PC
FreeBSD Alt
16 /devittyvO  /devittyvl5 Alt-F1  Alt-F16
/devittyv0  /devittyv2 /devittyvO
letclttys
ttyv0 "/usr/libexec/getty Pc" cons25 on secure
ttyv1l "/usr/libexec/getty Pc" cons25 on secure
ttyv2 "/usr/libexec/getty Pc" cons25 on secure
ttyv3 "/usr/libexec/getty Pc" cons25 off secure
on off on
/devittyv4d  /devittyvl5
/dev

MAKEDEV mknod

X11 X getty
/devittyv3, /devittyvd  [devittyvs X
(/devittyv0  /devittyv6 ) MAKEDEV
#cd/dev
# /MAKEDEV vty7 make 7 vtys
mknod
#cd/dev
#ls-l ttyvO
CrW------- 1 root whed 12, 0 Nov 28 10:25 ttyv0
#mknod ttyv3c¢ 12 3
#mknod ttyv4 ¢ 124
#mknod ttyv5¢c 125
# mknod ttyv6 ¢ 12 6
major device number  /dev/ttyvO
12 mknod

308
[etclttys

14
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#kill -11

1 inet— 252

FreeBSD pseudo-terminal master
device pty pity /dev/ptyp0 dave device
/devittypO
xterm, telnet  rlogin
getty
xterm
32
# cd /dev
# /MAKEDEV ptyl
256 ttypO ttypv, ttygO ttyqv, ttyrO  ttyrv, ttysO
ttysv, ttyPO  ttyPv, ttyQO0 ttyQy, ttyRO ttyRv ttySD ttySvy 32
ptyO pty7 xterm ttyp0 ttysv
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